FireSphere Tips

Aurora Public Schools now uses iBoss as its web filter. One of the features of the iBoss units is the ability
to scan files before they can be downloaded onto your device. This is meant to help defend against
viruses or other malicious software being downloaded by mistake. When you click to download a file, it
is first sent up to the FireSphere servers, where it is ran through a series of tests to make sure it is safe
to continue. Your web browser will redirect to a page such as the one below.

File Security Analysis

The file is safe.

Scanning file for malware...
Running Malware Scan for file in Firesphere Cloud...
Running Behavioral Analysis of file in Firesphere Cloud...
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After FireSphere has finished scanning the file and deemed it to be safe, a green button will appear on
your screen that says Download File. Click on this link to continue the download process.

If the file is corrupted or contains malicious processes, the green bar at the top will turn red and tell you
the file is unsafe. If you feel this is in error, please contact the help desk for further investigation.



